$Hd 1% 13 Dec. 2016

BE"TiDExXa)T14ETIORIHE

Safety/security in the digital society

%0)2 4 Apr., 2017
=H E
JBXRIZIOREXF2)TATIAT X (CSAIO) SR

NPO BARRYRT—0tF T2 UNSA) EAR
NPOTM 7A—5 L 70—/ PN HF —

ITHFE+T RERFLREZRE
Makoto YOSHIDA PhD
Executive Advisor, CSA Japan Chapter
Advisor, JNSA
TM Forum Distinguished Fellow / Ambassador
Emeritus Professor, the University of Tokyo

FEHIHI-RIZERETY, UTFICTEEBNET

- FERHSSDSIRICIEZTHAZHALRLTHYET .

- TOHIF. ETTHEADRRETHY., WHVESEBELERFZRTT
- FEHOREEZSIRATAESICE. BT THICTERILZSLY,

Copyright © 2016 MY Dec. 2016 1




$HJf-% 13 Dec. 2016

FE12A13BORBDER

e "Er"=" AM"(EMN+XXF=3HA) .
- ANBEEOEB=BARNDER=>BARANLOEBMNEEIL
o IR2 (K- HEIRIOME 1EMRD (L ORIME;
E8) ]
- BAEATIFELZILD, K TIEIZRID =5 BEEE (L EL
- 2D IFEADEEDERRE. [RETHAHAEDELRA I ITHEE
e BRILIMaEE - W EKAAERELTID 3 —IL—A
REAHAKREXRZRICIHSIF X BEIZERBLTLANILE
- DR (FEZER) TEADNSLLIEL
- YROTEZLNLELLS > FEDOMBIZEL
- TR/, DIEERE I | 1S 8EAR
O (X )T1l1lE. RRLGESFICTEIIRILVLVEE
(FTLRIEITXXM LD EHIDER)

Copyright © 2016 MY Dec. 2016



$HJf-% 13 Dec. 2016

RIETOSHE~DEEF
1. (BR)RERELOER. TOICTEOREDLY

[EFR-EIETTE S AN—BF- ATV R I,
EVVRETHOIN. RRDA RN (—EDASAFSER)

L BONBERA (READ) FBH . RHEE. I AT, LR
- KKHFLEEETOHAN—TO/RFUE EEKWIZEEE
= ELR=-HNITEET!
2. EXO5) 7, 8RXFELZEX. 3300FRTILYH LD TIE
A AY )N
$EHR: SEBICLI=EE T, I XXFOHBAIL3300F11EH S,
IELLIE THEITHIZ300E, /571N =z aA—=ILAC@BET7VOT7”
DIR) KB ]
fRER: THCITAT35004FEH (3000 F AT E DY) . AVRFITXHITENT
ANER FRHDXFEI 2 A—ILXFEIFE, TOTROXFIXINEGTT
F=IEXEBENAGEWLEIXE ZALELGLLY, | (WikipediaZi EIZL D)
(42 ITRI3300FEASIDIILI T, ar— LA IRIZEEBE R AIZL

k .
N2 | *#2414 X FLEZK (OE > V2 k) [timeline][history][grammatology]
http://user.keio.ac.jp/~rhotta/hellog/2015-12-06-1.html

Copyright © 2016 MY Dec. 2016



http://user.keio.ac.jp/~rhotta/hellog/2015-12-06-1.html
http://user.keio.ac.jp/~rhotta/hellog/2015-12-06-1.html
http://user.keio.ac.jp/~rhotta/hellog/2015-12-06-1.html
http://user.keio.ac.jp/~rhotta/hellog/2015-12-06-1.html
http://user.keio.ac.jp/~rhotta/hellog/2015-12-06-1.html
http://user.keio.ac.jp/~rhotta/hellog/2015-12-06-1.html
http://user.keio.ac.jp/~rhotta/hellog/2015-12-06-1.html
http://user.keio.ac.jp/~rhotta/hellog/2015-12-06-1.html

$HJf-% 13 Dec. 2016

AXBEDEE
2
e’
e’
2
& 1B - Y/ —Fa1)T4
SEREER, EA
@ BiF —/NSHA A LITH
@ {FR(ATA7IVRY = B
o

<
3



$HJf-% 13 Dec. 2016

XA T1ORR-BEEROELL
Security=IXX1M\o DB M., OEDDISecurityIDEHIZEEE

¢ | e | ¢ | isc | sc | 20c | 2ochk¥ | ac |

[DER) (=D, B2)
M8 | (BEZIEIT. BPREE)
( BN FEEEA )
&2 CEEN Y,
[SA47IDRFE ) (EHHLE)
B, 7O, R/\1]
(4. BHE)
"EHROAFR. BB
r (AvE a4 NW. TEER)
r' 2 B AN 2 & -
| w_*fs ﬁ
| GRIE, ML
| Ah SR ZOR)
FUSFILES (5252 F (2p6) » R N

Copyright © 2016 MY Dec. 2016 5



$HJf-% 13 Dec. 2016

B8, Y1\ —tF1VT DER
T T N N T N TR T

’69 ARPAnet ’91 Internet® FA1E (US)
'92 InternetF‘]’Fﬁ‘lt (J)
'61TSS 85’ /Y EIE

AVE2 SR

................... '76 BlE = AN 88 Morris Worm

, = 0, '90 AL AR RELHE
78 REJDR/INA 505" 4 )L 20— L%k

’96 JPCERT
— '99~ X— LE 71 /L X (Mellisa
7;;;%1;»)2" N 99 RNIET7 UV RITADEILE ‘
'00~ HPE&’&?A/ DDosI,fé“
‘00 ITERX
‘03 ﬂﬂk'lﬁ*&ﬁ
BARA- ﬂb‘ﬂl > 04~ fAA Fﬁﬁzt\
(IDS/I1PS) . RESHE 04~ Ty d
(Intrusion Detection/Preventlon System) 05 Iﬁ?égoﬁé%g’fﬂg
A TN 12~ Ransomware
[«] (EDR, % @R51H) 14 ﬂf{/ﬁ\ d%ﬂhu
T A

¥ OEELITEM (Endpoint Detection and Response System) 714 A FN—E

Copyright © 2016 MY Dec. 2016



HI =% 13 Dec. 2016
HENEDT=-BIC
. ‘@ ‘@ ‘@ ‘ UL ESESVI
mEE (D) SREN
@ — \ <BEHL-RE>
Em

—

BA . «-
B - SRR
Bt EE
< {REERE -S> v

)

 pS REB

BEET. WEL W A
Emffq{ Tﬂgi‘; 7t.&<IE§0)|15|57':T> fl DIV ADFHR
| - R (AY)

Copyright © 2016 MY Dec. 2016 7



$HJf-% 13 Dec. 2016

HFHEF21)Tr10KEFE, 2016 Q3,Q4
OF:l"

<>> Gy EA

\ n?{_,

su4h917 @

IS&3

2 L)

ZEaTY

R %EH’Q @

AVh77 )
g i Rﬁﬁﬂta” :K”£W7KC>

DT EFIF_ OER N WLLE
GO HEN RS TR AL REEEToS

IPAZEZFZDIEHE https://www.ipa.qo.jp/security/vuln/10threats2016.html ZC/Z1EREL
Copyright © 2016 MY Dec. 2016 8



https://www.ipa.go.jp/security/vuln/10threats2016.html
https://www.ipa.go.jp/security/vuln/10threats2016.html
https://www.ipa.go.jp/security/vuln/10threats2016.html

$HJf-% 13 Dec. 2016

PEE

'JZ7IE]:100%

o) (Fhald
ALY RY

jbEiE&*G)ut
[T#Exf [CREE
1N (A RTER)

f& = A\

S = > <3 L\ =N nﬁk
g%%}: |I:> & )75 #E s 1HHIE§§E
H3IA T

BCROCHRE) A
4 P {5l /3N

S L 53R 757 ¢t AL H 5
[EQEEJ LL; ﬁzf/
BHIDMERETE I -
- -
AETDNEERER | &LV
8
RKEHNOBEREBH. HEERIE

Copyright © 2016 MY Dec. 2016 9



$HJf-% 13 Dec. 2016

BA-HEICRE(RI(TENER

I EE (APT; Advanced Persistent Threat) D 7 At A&

BB KE(E(E. . 122
HE e amp BN S > sem:> ﬁIEI>EI.%>

< t&é’l‘ﬁwﬁiﬂﬂ > ‘

aftICift FBRCRAShTVS |/ s,=0
ZEIZTDMTULNTULVELY (%1) 'f “'T‘A’%E

12%: B#HRASYIHNEER 33%IE. REND2E
28%: EHITHERE A\ S EH LLERE (3%2)
60%: HMDEIFMNER (X2)

%1 BAT—A: http://internet.watch.impress.co.jp/docs/news/748623.html 2016.3.16

X2 KET—F: LEFEITIEFEHREXTIITAADF . SecureWorks Japan, NHNTIAZ X3 7,
2016.8.10, SecureWorks Center Threat Unit Research Team

%3 KET—%: Mandiant Intelligent Center Report -

Copyright © 2016 MY Dec. 2016

‘ EATRBOERIE356H
LMF: 17648 (3%3) %E?é@liiFtﬂlscaEl
94%IL SN ERMSDBEEN (3% 3) (wsmR) & (K1)

10



http://internet.watch.impress.co.jp/docs/news/748623.html
http://internet.watch.impress.co.jp/docs/news/748623.html
http://internet.watch.impress.co.jp/docs/news/748623.html

$HJf-% 13 Dec. 2016

B ATAPIVR21 — RBEMTIIEGL

vV EDEIEIVEH10%D NIFTIELS.
V IZBWLWANTVTEBN DESCEIFELS TRAEREL
V AT T (28 -) EERIE. ADEE-SEXYIELS.
vV 2YRDEE (SNSTFHRYAB) (. AT T RHREIVIELS
(ELVSERIZE->TET).
- TTDBIBRIIATAT <FRENTVS> THAZEMNZ LA, . .
vV 29D (EABBB)ERIE. P BRI ICEET 5.
vV BRIZHEDRWEDEITEZR T FMEERLDIE T *

-
(24T HEDFMEIAILDOM. FTTIFMET? 1.
IE SEDH|E LS. BENDR%

*BIZ L, ZHRFF T HREZICHITEIANDRDE —BIEHIEEREEFRIIZ— ) 18FAEE VoI58, No.4, Apr.2017,
homophily (=love of the same. birds of feather) http.//www.nytimes.com/2006/12/10/magazine/10Section2a.t-4.html
Copyright © 2016 MY Dec. 2016



http://www.nytimes.com/2006/12/10/magazine/10Section2a.t-4.html
http://www.nytimes.com/2006/12/10/magazine/10Section2a.t-4.html
http://www.nytimes.com/2006/12/10/magazine/10Section2a.t-4.html
http://www.nytimes.com/2006/12/10/magazine/10Section2a.t-4.html

$HJf-% 13 Dec. 2016

BR(AT1TIVRD2

1. EEMN: RN DHEL
-A1EER (VY. E. BE. EH. —BOAHDHE) . BRLY
-EBf=a2—X (fake news) Y Mb: KK EETKIEE,
BRIz, BIZEF#ITDT=8 (WorldPoliticus.com,
TrumpVision365.com, USConservativeToday.com,
DonaldTrumpNews.com, USADailyPolitics.com, ZF <)

- B AN— ATV R (AN —FFHR) . HE, FHRRE.

Pawn storm4E&k https://www.trendmicro.com/vinfo/us/security/news/cyber-

attacks/operation-pawn-storm-fast-facts

- AN=TONHTE (BGRIEE) : Brexit, KE K FEE

2. $FHE: HELCLRLOHE
- RaL—say (GEORE) FAh: FERES. R0
=
3. REE. EERE. EEEL:. BRELTAIERE
- BGEN. BNHRYIN (AR, BULVEE, T—4)
- HREDEZOEE. MEKER: < —F U RI RO —F
- (“RRD)EZOHRIZR. B

Copyright © 2016 MY Dec. 2016



https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/operation-pawn-storm-fast-facts
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/operation-pawn-storm-fast-facts
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/operation-pawn-storm-fast-facts
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/operation-pawn-storm-fast-facts
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/operation-pawn-storm-fast-facts
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/operation-pawn-storm-fast-facts
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/operation-pawn-storm-fast-facts
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/operation-pawn-storm-fast-facts
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/operation-pawn-storm-fast-facts
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/operation-pawn-storm-fast-facts
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/operation-pawn-storm-fast-facts
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/operation-pawn-storm-fast-facts
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/operation-pawn-storm-fast-facts

$HJf-% 13 Dec. 2016

Web%ﬁ%‘h‘éoo)%fiﬁ%ﬁ:

28[B| B OWWW4A e = H20178381281Z.
WWW%x%b\%—LT:i%ﬁ .

1. b;tff’;nli A5DENT—2DH|{EHEL-T
LEo7z
= ANIEEHEMAL (BFFIC) EZE

2. HFEYVIZAZRZIZTEHEHMZER T TCLEZSHELDIC
mHoTCLEDT=
- ﬁ:_i—;\’

3. BUBMIGILEICIFBERAMEEEENNES
= FJSABEILE

WWW DEEBFE IV EFEFIES I —— D1 THEH 284 https://i.impressrd.jp/archives/1528
Three challenges for the web, according to its inventor http://webfoundation.orq/2017/03/web-turns-28-letter/

Copyright © 2016 MY Dec. 2016


https://i.impressrd.jp/archives/1528
https://i.impressrd.jp/archives/1528
https://i.impressrd.jp/archives/1528
http://webfoundation.org/2017/03/web-turns-28-letter/
http://webfoundation.org/2017/03/web-turns-28-letter/
http://webfoundation.org/2017/03/web-turns-28-letter/
http://webfoundation.org/2017/03/web-turns-28-letter/
http://webfoundation.org/2017/03/web-turns-28-letter/
http://webfoundation.org/2017/03/web-turns-28-letter/
http://webfoundation.org/2017/03/web-turns-28-letter/
http://webfoundation.org/2017/03/web-turns-28-letter/
http://webfoundation.org/2017/03/web-turns-28-letter/

JR2: TRIBAERYHHESLEL, IE X155 HI M
T AMTHIRLN !

® HFIC. KK#FEELIE CKEX#HKEEETOINUIEE
BISERDI%AEIC 2|:é| FZYI6%IZIEIVMEENTILNS,
FEERELT70%H Y Politifact, &)

® ;RAMEZSE (post truth; Oxford English DictionaryHh\iE A/122016

FDEEE) . Alternative fact “FADE X (FBF DRELY)”

S
BEAPTODR L, E#MT. £fH. V-

NEE

® Bl: J7OFvIH AL TFactCheck.org]*>[ Politifact 1% &
http://www.factcheck.org/ http://www.politifact.com/

& EADEEARLE: STES®OT...

Copyright © 2016 MY Dec. 2016



http://www.factcheck.org/
http://www.politifact.com/
http://www.politifact.com/

$HJf-% 13 Dec. 2016

RATWD (LT H
<#BE>

F=BIZIE, REHETHHFELMRZ G
(A)—-FHyk-ya—)
<HH>
RREI, AATGERICELDZR T, HELEZA G H=CE%F
EAHE
(ZILALR-Eob=2T3)00)
<EE>
ELWEEELE. BBURELWLWEREDEIL., FdZE<lightning>
Eaw<lightning-bug>FEH 5
(=—5-+Hza]

<G>
T-B6IE. HYDODFFZRLGWL, IREZFEHRICEHLETR S,
(FA4FR-=)

IAS—-H-N—72: THEHZELEZRE] . B)IIEE. 2015. 10.15
Copyright © 2016 MY Dec. 2016



$HJf-% 13 Dec. 2016

[5F&IFAE]
[S5FEFAEID)IHEARER

SEFIXIFAEIZELLUTS
ZFAEITSFICKLLTS

DEEIFAEITIE

2EFEFIFAEEKL
[FALEITELL

cIR
x5

x5

DT EIFAEIFIEEY

& NERAREREFR LY



$HJf-% 13 Dec. 2016

o

L@

o
o

9 e @

AXBDEE

#7_29‘9)[/%"5% =
SEL: SMACS(+I10T+AI)

SREBLES

Copyright © 2016 MY Dec. 2016

17



HI1-% 13 Dec. 2

ITYOHR — FTUILES

s, RUHBIOER T 53O —H 5

CPS: Cyber Phyzical System MCS. NMebile Crowd Sensing
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SMACS = CAMBRI

Humanity
Cloud Computing
Social business/ Artificial Intelligence
service R
Mobile/mobility g"i"bl;gtt‘;
Big Data Analytics g Pa
Cloud (Computing) ' Robotics
Security Internet of Things
CyberSecurity

BT L& TCAMBRICS, TODE VS LU REF R DS (T 1HERLEE. Vol.58, No.3, 2017
Bob Gourley : “CAMBRIC: The Seven Megatrends Creating The Future Of Information Technology” October

12, 2015
https://ctovision.com/cambric-the-seven-megatrends-creating-the-future-of-information-technoloqy/

151012-The-Future-Of-IT.pdf,
https://ctovision.com/download/cambric-the-seven-megatrends-creating-the-future-of-information-technology/
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Digital economy, lifecycle mgmt, orchestration, ...

=5 PLM M: Management
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SCM, SRM Aggregate computing || 7 FHE CRM
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(Cloud + embedded) H—E X

4 SLA, SLM

\
J) £t %X BRM

MES/MOM

§
[ Security by design

4 o
=75 Total View:
SCM: Supply Chain Mgmt ' eTOM
SRM: Supplier Relationship Mgmt PLM: Product Lifecycle Mgmt

MES: Manufacturing Execution System
MOM: Manufacturing Operations Mgmt
ECM: Engineering Chain Mgmt

ERP: Enterprise Resource Planning

eTOM: Business Process Framework (Enhanced Telecom Operations Map)

https://www.tmforum.orqg/business-process-framework/
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SLA/M: Service Level Agreement/Mgmt
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& 28T 9/800%1E [Ray kurzweil 2005, John Smart]

& BHCIEFET HFNEE [Flake 2006]

& FNEEIEFE [1.).Good 1965, Eliezer Yudkowsky]

& HBREEOHE [oFaT)T1KEF]

& T HIPE3 (Prediction Horizon) [Vinve 1993]

& #tHERFZ [Teilhard de Chardin, Valentin Turchin 1997, Heylinghen 2007]

& FHIDKE (Complexity disarter) [Sornette 2001, West 2007]

& 7Z5ph & (Inflexion point) [Extropian FAQ, T. Modis 2002]

& EEDODHEE(WDE): HEANAMUIZETHEEDL—FNEEFE
[CHEPRIZEAHZ &

& (B) MEHM-XHOREBHBENFERALELTSLEST 1FX, 2016 k2]

= Kurzweil DMEZ TIEBEIBE] — HWILEFE-(IAMBHLE

1 A. Sandberg: “An Overview of Models of Technological Singularity,
http://aqi-conf.orq/2010/wp-content/uploads/2009/06/aqil0singmodels2.pdf

2 BAREE:[DOIF7STH6FaT)ra~) . A LTHEEVFE, [EHRMEZREE, 575105,
pp.968-969 (2016)
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(singularity)
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- Singularity - ARL—F+
DR TLD—D,

https://ja.wikipedia.orqg/wiki/%E3%
82%B7%E3%83%B3%E3%82%AE%RE
3%83%BA5%E3%83%AI%E3I%E3INAA
%E3%83%86%E3%82%A3 (%E3%82
%B2%E3%83%BC%E3%83%A0)

Contents (disambiguation page)
1 Science and technology F}%2 & il

1.1 Mathematics ME (BFER)
1.1.1 Geometry 3 n]
1.1.2 Complex analysis ?ﬁ?ﬁ’i*ﬁ

1.2 Natural sciences BARE=F

(BN .. [R.MEGE)
1.3 Technology (MSEFZE FrBE %D 0S)
2 Literature R
2.1 Futurology R3EZ (technological sing.), SIAI

2.2 Literary studies 744332 (temporal
singularity)

3 Entertainment 53
3.1 Film and television
3.2 Music
3.3 Literature
3.4 Video games
4 Other (Singularity University)

SIAI: Singularity Institute for Artificial Intelligence
https://en.wikipedia.org/wiki/Sinqularity
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